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CASETRUST CRITERIA FOR WEBFRONT BUSINESSES

A. POLICIES

This is a summary of the CaseTrust Criteria for Webfront Busineses. The full criteria Form, incorporating assessment elements and document checklists, will be made available to businesses upon submission of the CaseTrust Application Form and Application Fee of S$200.

	Area
	Criteria

	Goods & Services
	A1. My business’ Web policy should offer goods and services of 

        satisfactory quality as defined in the Sales of Goods Act S14(2).

	Terms & Conditions of Sales
	A2. My business should clearly declare the terms and conditions of any warranties or service guarantees to protect customers against product defects and non performance 



	
	A3. My business should have an exchange and refund policy clearly stipulating the time frame and conditions for any exchanges and refund



	
	A4. My business should clearly state the terms and conditions for cancellation of transactions



	Pricing & Payment


	A5. My business should have a policy committing to clearly displaying discounted prices



	
	A6. My business should clearly state the payment methods and channels available to customers



	
	A7. My business should be committed to avoidance of over or under-charging. My businesss should clearly and legibly indicate prices that reflect total amount inclusive/exclusive of GST or other charges and the type of currency used 



	
	A8. My business should clearly state any delivery and shipping charges incurred



	
	A9. My business should clearly state any additional charges for extra services such as alterations, repairs, gift-wrapping and express delivery



	Security
	A10. My business should have a set of information security policies governing the operations of their cyber business



	
	A11.  My business should be committed to maintaining the 

confidentiality of customer data



	
	A12. My business should have a policy on unsolicited email



	
	A13. My business should have a policy not to tamper with customers' 

browsers or computers without obtaining prior consent



	Security
	A14. My business has appointed Chief Information Officer (CIO)




B. COMMUNICATIONS

	Area
	Criteria

	External Communication
	B1. My business should provides effective mode(s) of communication for external customers



	
	B2. My business has a system in place to inform CASE in writing of any critical changes including its Management Representative.

	
	B3. My business should have sufficient contact details and information on the website



	Advertising and Promotion


	B4. My business’s merchandise/services should reflect their descriptions, appearances and claims made by the company in all on-line marketing communications



	
	B5. On-line marketing communications should include accurate details on prices, quality, availability and terms of sales or business, where appropriate



	
	B6. My business should have the intention to sell what they have advertised and promoted.



	
	B7. My business should maintain a sufficient level of stock for all promotional items.



	
	B8. My business ensures that all advertising materials comply with the Singapore Code of Advertising Practice.


C. PRACTICES & SYSTEMS

	Area
	Criteria

	Electronic Transactions
	C1. My business should provide an on-line ordering system for customers that includes full information to enable customers to complete the transaction efficiently and without difficulty



	
	C2. My business should provide an ordering mechanism that allows customers to review the purchase decision before confirming the transaction



	
	C3. My business should provide a confirmation button for customers to confirm their purchases



	
	C4. My business should process orders accurately and send acknowledgment advice to customers



	
	C5. My business should provide confirmation slips to customers with details of their purchases for all transactions

	
	C6. Confirmation slips should reflect full detailed information of the purchases made



	
	C7. My business should only charge the transaction to the customer upon confirmation of availability and ability to fulfil delivery



	After Sales
	C8. Delivery

a. My business should provide delivery forms 

b. Delivery forms should reflect full detailed information. My business should obtain customer’s signature acknowledging receipt of delivery. A copy of the delivery form should be submitted to the customer for retention

c. My business should keep customers updated on the status of their deliveries should the need arise



	
	C9. Exchange and Refund

My business should honour their exchange and refund policies promptly within the stipulated time frame and conditions

	
	C10. Cancellation of Orders

a. My business should complete delivery of goods and services within time frame stipulated. Otherwise they should refund customers for any purchases made or immediately offer customers the option of a refund or later date of delivery

b. Communications should be made with customers on the outcome of cancellation requests



	Feedback Management


	C11. My business should have a system to document complaint cases and a complaints resolution procedure



	
	C12. My business should keep complainants informed of the status of the complaint investigation



	
	C13. My business should resolve complaints within a maximum of 21 days upon receipt



	
	C14. My business should inform customers of alternative forms of redress should the company be unable to resolve the complaint within the time frame



	Information Security
	C15. My business should assign the responsibility for maintaining the security of the Company’s information systems to an Information Security Officer (ISO). The ISO reports directly to the Chief Executive Officer. He/she should ensure the information security policy is regularly updated. He/she should be the liaison person for the yearly audit conducted by independent assessors.



	
	C16. My business ensures that information security policy is communicated to and understood by all staff



	Security of Payment
	C17. My business should provide easy to use, secure payment mechanisms. On-line payment transactions should be conducted in a secure environment



	
	C18. My business should indicate the level of security afforded by on-line payment mechanisms



	
	C19. My business should regularly update the payment mechanisms used to ensure that the level of security offered is maintained at an appropriate level



	Availability  and Accessibility of On-Line Information
	C20. My business should back up their cyber business information regularly



	
	C21. My business should have a business continuity plan in place to minimise the impact of any disruption to their cyber business.



	Monitoring Security
	C22. My business should log, report and regularly review all security activities and any breach or attempted breach of security to avoid recurring incidents



	Privacy
	C23. My business should use customer’s particulars strictly for the purpose of completing sales transactions or for other legitimate purposes made known to the customer prior to obtaining such particulars



	
	C24. Should the My business wish to use customers’ particulars for purposes other than internal marketing and billing, the My business should make this known to the customers prior to obtaining their particulars and obtain the consent of the customers



	
	C25. My business should collect information directly from the individual customer unless there are exceptional circumstances



	
	C26. My business should disclose if confidential data is protected during the transaction process and after the transaction has been completed.



	
	C27. My business should provide customers with clear and accessible information on the way in which their data are retained and used by the My business



	
	C28. My business should allow customers to have access to their personal data and to correct the information stored if necessary



	
	C29. My business should not keep personal information for longer than necessary



	
	C30. My business should have a system to keep all customers’ particulars (in particular email addresses) confidential. Such information should not be disclosed to other parties without prior consent from the customers.



	
	C31. My business should not send unsolicited e-mail to customers without prior permission

	
	C32. My business should not engage or tamper with customers' browsers and computers without obtaining prior permission



	Protection of Minors and the Elderly


	C33. My business should recognise that children should be treated differently from adults and any communication targeted at children should be appropriate and non-exploitative



	
	C34. My business should limit the information collected from children and protect the confidentiality of the information

	
	C35. My business should only accept orders from children after obtaining verified consent from parents

	
	C36. My business should take into account the level of sophistication of the elderly and ensure that communication targeted at the elderly is appropriate, easily understood and non-exploitative

	Goods and Services
	C37. My business should have a system for ensuring the quality of products and services offered for sale. Goods and services offered should be fit for purpose and not past expiry date.




D. PERSONNEL

	Area
	Criteria

	Performance
	D1. Customer support and service staff should not practise any unethical sales tactics



	
	D2. Staff should respect the privacy of customers and should not jeopardise the integrity of the applicant's information security policy



	Knowledge
	D3. Staff working for the company should be able to provide accurate, timely and comprehensive product and service information to customers



	
	D4. Relevant staff should be trained in information security and security systems




	CaseTrust Application Procedure
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Step 1:





Step 2:




Step 3:



Step 4:



Step 5: 

Note: Time taken for application and assessment depends on how complete and how early forms & docs are sent in to CaseTrust. The process would take between 2 - 4 months to complete.




	CaseTrust Assessment Procedure

	Step 1:


Step 2:


Step 3:



Step 4:

Note:

· Webfront applicant’s website will be assessed off site.
· Visitation of Webfront applicant’s server premises is part of site assessment.



WEBFRONT

	Type of Fee
	CaseTrust Fee Structure for Webfront businesses



	
	Small Business:  Sales Turnover < $1M

 
	Medium Business:  

$15M < Sales Turnover > $1M 


	Large Business:  Sales Turnover > $15M

	CaseTrust Basic:

Application Fee

	S$200
	S$200
	S$200

	CaseTrust Basic:

*Full Assessment

Interim Assessment
	S$1,100

S$550
	S$1,100

S$550
	S$1,100

S$550

	CaseTrust Basic:

Annual Management Fee 
	S$600


	S$600


	S$600




IMPORTANT NOTES:

1. To encourage more businesses to attain the TrustSg seal, applicants will enjoy the following benefits: 

· Participate in TrustSg-related marketing events. 

· National endorsement. 

2. Fees are subject to change, depending on economic situation and discretion of the CaseTrust Department. 

3. Application Fee and Full Assessment Fee, where applicable, is to be paid in advance.
4. Applicant must go through the full assessment first, and the interim assessment after 2 years.
5. If the applicant does not pass the assessment, it must pay a re-assessment fee equivalent to the full assessment fee.
6. The annual management fee is payable only after the applicant clears the assessment process.
7. The application will be considered NULL & VOID, with the applicant considered to have failed the assessment if

a. Documents for assessment are not submitted within 6 months from date of application.

b. The applicant failed to obtain CaseTrust within the period of 1 year.

8. Below are the cancellation fees in the event the CaseTrust applicant cancels application under the following circumstances:
a) Application Fees of $200 is strictly non-refundable. 
b) Assessment Fees are refundable if withdrawal request is made within 14 days after the submission of your application.  

c) If withdrawal request is made at least 3 days before commencement of Site Assessment, 50% of the Assessment Fees will be refundable. 
d) Assessment Fees are strictly non-refundable if withdrawal request is made within the 3 days before Site Assessment. 
CASETRUST WEBFRONT BASIC
	Type of Fee
	Year 1
	Year 2
	Year 3 
	Year 4
	Grand Total

	Application fee
	200
	-
	-
	-
	

	Assessment fee
	
	
	
	
	

	· Full
	1,100
	-
	-
	-
	

	· Interim 
	-
	-
	550
	-
	

	Membership fee
	600
	600
	600
	600
	

	Total
	1900
	600
	1150
	600
	4,250


Illustration 1:  
Detailed Cost Breakdown for a Webfront Business over 4 Years (Inclusive of All Fees Payable)
Note: Any company who wishes to renew their membership for another 4-year cycle, will only need to pay the interim assessment fees, and not the full assessment fees. 

Benefits for CaseTrust Accredited Businesses 

· Greater Exposure. CaseTrust has stepped up its publicity efforts for its members:

· Media Coverage through Press Releases & Advertisements 

· Free listing on Rednano.sg 

· CASE fortnightly electronic newsletter “C@SEBites”
· CASE quarterly magazine "The Consumer" 
· Listed on CaseTrust website www.case.org.sg
· Prepares merchants for the Consumer Protection (Fair Trading) Act, thereby having a Competitive Edge over non-accredited businesses. 

· Educational seminars organised by CASE. 
· Availability of CASE Mediation Facility to resolve disputes at a low cost.

CaseTrust Accreditation Scheme 

Application Terms and Conditions

Application

1. The Applicant is bound by the Terms and Conditions herein and such variations, which may be from time to time, be made by the CaseTrust Department, and upon submission of their Application to the CaseTrust Department.
2. The Applicant must not have five (5) or more complaints lodged against it with breaches of the Consumer Protection Fair Trading Act (CPFTA), and must have a clean track record with CASE and relevant Authorities (within a period of 12 months before the date of application) in order to qualify for the accreditation scheme.
3. An Application to join CaseTrust must be accompanied by:

(a) Completed Application Form as prescribed, together with any supporting documents required

(b) Application Fees

(c) Assessment Fees

4. The Application Fees herein will not be refunded if the Applicant fails to qualify for Assessment for any reasons whatever. The Assessment Fees would however be refunded in the event of an outright disqualification.

5. If an Applicant fails the prescribed Assessment conducted, the Applicant may be given a further opportunity to qualify to be accepted under the scheme and such would be decided by the Assessor or Assessors assigned and, for so long as the Applicant does not exceed 2 further Assessments. All subsequent Assessment Fees, if any, must be paid by the Applicant.

6. The Applicant may ask for a review of the Assessment with reasons. Upon receipt of the review fee, the Applicant’s request will be considered by the Head of Assessment, and if appropriate, forwarded to the CaseTrust Department. Such review will be allowed at the discretion of the CaseTrust Department and will be Final. This review fee will be refunded if the review is found in the Applicant’s favour.

7. In the event that there is a need by the Applicant to consult with an existing panel of Consultants (whose names are available by request), then, the Applicant will liase directly with such Consultants, who will be independent of the CaseTrust Department, and appropriate fees will be paid to them for the Consultancy. The CaseTrust Department will under no circumstance be liable for any advice rendered by such Consultants.

Membership Details
8. Membership for the Scheme will be for a period of 4 years, renewable every year, subject to the Assessment and Investigation results, feedback from the public i.e. complaints if any, and other relevant factors. The CaseTrust Department the right to revoke or not renew membership should members fail to adhere to the standards set by the CaseTrust Department.

9. Members who make changes to its company ownership after obtaining accreditation will be subjected to Interim Assessment and have to furnish CASE with a Deed of Assignment. This assessment shall be independent of other assessments that the member is scheduled to undertake.

Standards

10. Members are required to maintain the CaseTrust standards as stated, among other things, in the Assessment Criteria provided. The criteria may be revised from time to time and the Members must be so bound by such.

11. Upon acceptance of membership, store-based retailers are required to display their policies clearly in their stores or such policies must be easily accessible to Consumers. Web-based retailers are required to publish their web policies on their web sites.

12. Members must have a proper criterion to deal with complaints and a dispute resolution programme in place and, which is transparent and known to Consumers. 

13. In order to uphold the standards, which may be updated from time to time, set by CaseTrust, all members shall adhere to the Code of Practice and abide by penalties imposed upon breach/infringement of the Code of Practice.

Condition Precedent

14. Members should allow CaseTrust representatives into their premises for auditing and/or investigation purposes, whether notified or not. If a fee is required or any expense incurred for such investigation, such fee or expense should be refunded upon the Member’s notification of the investigation by the CaseTrust Department.

Audit/Investigation

15. Members should allow CaseTrust representatives into their premises for auditing and/or investigation purposes, whether notified or not. If a fee is required or any expense incurred for such investigation, such fee or expense should be refunded upon the Member’s notification of the investigation by the CaseTrust Department.

16. The Applicant has been made aware of the CaseTrust Department’s empowerment to deal with breach/infringement of the Code of Practice. Members who commit a breach/infringement shall be imposed a fine, be suspended, expelled or blacklisted, either singly or jointly, depending on the severity of the offence, or by any other appropriate means.

17. Members who are lifted from suspension orders will be required to undergo an Interim Assessment.

Termination

18. Upon termination of the CaseTrust Accreditation Scheme membership, all CaseTrust related Materials including the CaseTrust Decal must be returned to the CASE office within 7 days, and such Materials and such Decal should not be used in any manner whatsoever by the member before its return.

19. The CaseTrust Department reserves the right to revoke membership should members fail to adhere to the License Agreement or breach the Terms and Conditions herein, or for whatever reasons, as the CaseTrust Department deems fit.

CaseTrust Accreditation Scheme

Application Form – Web Front

	Instructions:
1. Applications for Store and Web accreditation are separate, even if the applications are from the same business.

2. Please type or write clearly using black or blue ink for all forms.

3. Where not applicable, fill in the blanks using NA or NIL. Please note that blank answers are not acceptable, and may result in delay in processing of your application.

4. Attach separate sheets if the space provided is insufficient.

	Particulars of Your Business


	Name of Business: 



	Address:



	Tel:


	Fax:

	Website:


	Email:

	Registry of Companies & Businesses (RCB)/ACRA Reg. No.:

License No. (if applicable):

	Date of Registration (dd/mm/yyyy):



	Trade/Corporate Memberships:



	Have you or your Directors/Partners/Owners ever been rejected, suspended or removed from any accreditation scheme, including but not limited to this Scheme?  YES / NO

Please provide details (attach additional sheets if necessary):



	Contact Particulars


	Name & Title of Organisation Head:



	Name & Title of Contact Person for CaseTrust:



	Tel:


	Fax:

	Email:



	Size of Business:

· Small – Sales Turnover less than S$1M and Non-GST Registered
· Medium – Sales Turnover between S$1M & S$15M
· Large – Sales Turnover more than S$15M


	Type of Business:

· Sole Proprietorship

· Partnership

· Private Company

· Public Company

· Others ______________________


	Type of Owner:

· Wholly Local

· Wholly Foreign, Country: _____________________
· Foreign/Local Joint Venture

Foreign Country: ___________________
Foreign Equity (%): _________________


	Nature of Business:

· Department Store

· Department Store cum Supermarket

· Supermarket

· Mini-mart

· Confectionery & Biscuits

· General Provision Store

· Food, Beverages & Tobacco

· Pharmacy/Drug Store

· Cosmetics/Toiletries

· Textiles

· Household Electrical Appliances

· Hotelier

· Banking

· Renovation/Contractor


	· Jeweller

· Sporting & Athletic Goods

· Gifts/Handicrafts/Hobbies

· Telecommunications Equipment

· Books, Magazines & Stationery (including News Vendor)

· Optical Store

· Watches & Clocks

· Spas

· Travel Agents

· Employment Agencies for Foreign Domestic Workers

· Service Providers

· Type: ___________________

· Others, please specify __________________




	Server Particulars:



	Physical Location of Server & Address:



	Name of company hosting your server:



	Contact person at company hosting your server:



	Tel & Fax:


	Email:

	

	If Business is a subsidiary of Holding Company:

	Name of Holding Company:

	Address:

	Tel:
	Fax:

	Email:

	Number of outlets

	Total no. of Staff:
	No. of Retail Staff:


	Declaration
I / We declare that:

1. All the information given is accurate and truthful.

2. The membership criteria have been fully read and understood.

             Authorised Signature:   ____________________________________

             Name / Title:                  ____________________________________

             Date:                              ____________________________________

             Company Stamp:        _____________________________________

i. Please remember to include payment of Application Fee & Full Assessment Fees together with this Application Form. All cheque(s) payable to “Consumers Association of Singapore (CASE)”

ii. Send completed Application Form to:

Consumers Association of Singapore

170 Ghim Moh Road

#05-01 Ulu Pandan Community Building

Singapore 279621

Attn: CaseTrust Department

Tel: 6461 1800 Fax: 6463 7048 Email: casetrust@case.org.sg



	Particulars of My Outlet (s)

	Outlet Name:

	Address:

	Tel:
	Fax:

	No. of Staff:
	Size of Outlet (sq m):

	

	Outlet Name:

	Address:

	Tel:
	Fax:

	No. of Staff:
	Size of Outlet (sq m):

	

	Outlet Name:

	Address:

	Tel:
	Fax:

	No. of Staff:
	Size of Outlet (sq m):

	

	Outlet Name:

	Address:

	Tel:
	Fax:

	No. of Staff:
	Size of Outlet (sq m):

	

	Outlet Name:

	Address:

	Tel:
	Fax:

	No. of Staff:
	Size of Outlet (sq m):


Please make copies if you have more than 5 outlets.






Letter of congratulations & membership


Collect decal(s) 


Code of Practice


Logo usage guideline





Applicant will be notified about the results of assessment 





Successful applicants will be invited to sign license agreement with CASE





Assessor will contact applicant to arrange site assessment


Assessors to conduct Site assessment: staff interview & outlet visit/server premise








Request for Information Pack via � HYPERLINK "mailto:casetrust@case.org.sg?subject=Application Info Pack" \o "Email to CaseTrust" ��Email to CaseTrust�:


Criteria Summary


Application Form




















( CaseTrust Basic	( CaseTrust Gold








Conduct self-assessment


Request list of consultants if assistance needed to prepare for assessment





Assessment





Submit Criteria Form


Supporting Documents 


Full Assessment Fee





Receive Criteria Form & Guide


Fill up Criteria Form & document checklist/ submission form 








Submit Application form 


Application Fee


Attach ACRA report





Upon receipt of full submission of documents, CaseTrust will arrange Desktop Assessment to commence �


Assessor(s) will contact applicant within one (1) month from the date of submission on the results of the Desktop Assessment 
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