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CASE alerts the public to scam text messages inviting them to participate in fake survey

The Consumers Association of Singapore (“CASE”) would like to alert the public to text messages sent
by scammers impersonating as CASE officers inviting the recipients to participate in a fake survey.
These text messages did not originate from CASE. Members of the public who receive these text
messages are advised to ignore them and block the phone number.

CASE received three reports about these text messages from the public on 19 April 2023.

In these text messages, scammers, impersonating as CASE officers, invited the recipients to participate
in a fake survey intended to improve consumers’ online shopping experience®. Participants were asked
a series of questions relating to their profile and shopping preferences. The scammers promised
participants a monetary reward of S$13 upon completion of the survey.

The text messages were sent via WhatsApp and originated from foreign phone numbers such as
+1(708)321-1125 and +1(334)408-1437 and +1(507)416-4598.

CASE has reported the matter to the police.

Members of the public who receive similar text messages may give their feedback to CASE via hotline
at 9795 8397. They may get scam-related advice from Scam Alert (www.scamalert.sg) or call their
helpline at 1800-722-6688.

For annual surveys commissioned by CASE, the name of the appointed vendor and the time period of
the survey will be announced on its website (www.case.org.sg). All interviewers will produce a letter
of authorisation and their identification when they conduct the surveys. The surveys are conducted
in-person and not via text messages. Members of the public may verify the authenticity of such surveys
against CASE's website or contact CASE via its hotline.

Lee Siow Hwee
Executive Director
Consumers Association of Singapore

1 Refer to Annex A for a sample of the text message.
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For media queries, please contact:

Zane Ang

Executive, Marketing & Communications
Email: zane.ang@case.org.sg

About the Consumers Association of Singapore:

The Consumers Association of Singapore (CASE) is an independent, non-profit organisation that is
committed towards protecting consumers’ interest through information and education, and
promoting an environment of fair and ethical trade practices. One of its key achievements is in
advocating for the Consumer Protection (Fair Trading) Act (CPFTA) which came into effect on 1 March
2004.
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ANNEX A — SAMPLE TEXT MESSAGES

Hey, This is Allyssa from Consumer
Association of Singapore. | would
appreciate your involvement in a
survey that | am running on Shopee.
Insights about people's experiences,
preferences, and issues with Shopee
are sought for by this survey. Your
input is valuable, and we will use it
to make everyone's online shopping
experience better. We appreciate you
taking the time to talk with us and
share your ideas. | just want to ask
you a few questions, you can get a

' reward of 13 SGD after answering.

* 1: Which shopping website do you
usually shop on?

B A. Shopee
I B. Lazada

B C. Q0010

2: Which method would you choose
to increase the exposure of products?
A: Place a lot of ads

B: Increase traffic on shopping
platforms

C: More user attention

3: What is your nationality?
A. Singaporean

B. Malaysian (PR)

C. Chinese (PR)

D. Indian (PR)

E. Other nationality

4 May | know your age/age range to
« complete my survey?
§ A.10-19
§ B.20-34
B C. 35-50
D. 50+
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